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*• Purp ose. This Guide provides NASA personnel, contractors, and other 
agencies a basis for determining the classification necessary for 
information and material associated with the Tracking and Data Relay 
Satellite System (TDRSS) and the associated ground network elements. 

2. Use of the Guide . This Guide will be 'used as the basis for security 
classification determination of all documents, photographs, models, 
equipment, etc., pertaining to the TDRSS Program. Clarification of the 
guidance contained herein determined to be necessary in specific 
instances will be furnished by the Goddard Space E light Center. 

3. Authority . This Guide has been published under the authority of 
Sections 1203.202(a) (5) and 1203. 412 (a) , NHB 1640.4, "NASA Information 
Security Program", dated June 1979. 

nsibility. Goddard Space Flight Center, 



Greenbelt, Maryland 20771. 

5- Hecision , This Guide supercedes previous editions oi' the TDRSS 
Security Classification Guide which should be removed from the files 
and destroyed. 



.-tank J. Simdkaitis 
Chairperson, MASA Information 
Security Program Committee 
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SECTION I 
GENERAL INSTRUCTIONS 
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TDRS - A Tracking and Data Relay Satellite 

TDRSS - Tracking and Data Relay Satellite System 

U - Unclassified 

Vulnerability - Any weakness of a design, segment, system, sub- 
system, or communications link, the public know- 
ledge of which, if exploited, would reduce or 
neutralize the effectiveness of all or part of 
the TORSS 

WSGT - White Sands Ground Terminal (White Sands, New 
Mexico) 

3. Classification Philosophy : 

Knowledge of the TDRSS and its operation is, for the most part, 
unclassified. However, the key role of TDRSS in NASA mission 
operations and the introduction of support for DOD missions imposes 
classification requirements on selected portions of the TDRSS Pro- 
gram. The fundamental objective for the classifications provided in 
this document is as follows: 

iions, whether during STS operations or free 
nformation relating to: 

(1! the payload mission and flight objectives; 

(2) the payload mission and flight success or failure; 

(3) the payload capability; 
(41 the payload vulnerability; and 
(5! the payload operations and schedules. 

information relating to TDRSS 



?quirements can be traced to pro- 
vealing the above information, by 
available data, is classified and 
ion of the classification of data 
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4 . Class ification Recommendations 

a. Assistance in maintaining current, effective, logical clas- 
sification criteria is solicited of all Government and industrial 
organizations. If classification changes are appropriate, submit 
documented recommendations to Security Classification Officer, God- 
dard Space Flight Center. 

b. When the accuracy of an assigned security classification is 
questioned, immediately notify the Security Classification Officer, 
Goddard Space Flight Center. Pending review of the information, 
protect at the highest classification level believed to be appro- 
priate. (Example: If the accuracy of a CONFIDENTIAL classification 
is questioned and the recipient believes the correct classification 
to be SECRET, protect the information as SECRET until the question 
has been resolved. ) 

c. In the event of a conflict between this Guide and the Security 
Classification guidance of related programs, inform the Security 
Classification Officer, Goddard Space Flight Center, for resolu- 



5. Classification Currency 

This Guide is in effect as of the date of issue. Revisions to 
this Guide will be made by distributing corrected pages to all 
holders for insertion in place of superseded pages; superseded pa'ges 
will be destroyed. When considered appropriate, a completely 
revised Guide will be issued. 
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in nullifying the effectiveness of a system, installation, 
; important to the national security. 



8. Other Instructions 

a. Marking and . Handling . Classification designations, time 
limits, derivative marking procedures, and other requirements of 
Executive Order 12065 are to be applied to information classified 
pursuant to this Guide in accordance with the NHB 1620. 3A, NASA 
Physical Security Handbook and NASA Security Procedures User Guide, 
and all appropriate supplements. 

b. This Guide or SCG-16 will be cited as the classification 
authority for material generated in connection with the TDESS Pro- 
gram. Information and material requiring a security classification 
based on requirements of other programs will be dealt with in 
accordance with the guidance contained in the appropriate program 
security classification guide. 

c. SCG-16 relates to specific class 
have not been included herein. SCG-16 . 
Security Office with suitable justification. 

d. A compilation of unclassified items of information shall 
normally not be classified. Under certain circumstances, classifi- 
cation may be required if the combination of unclassified items of 
information provides insight into classified areas covered by this 
Classification Guide. Under this circumstance, it is the combination 
or compilation of information that becomes classified, not the .indi- 
vidual item of information. Classification on this basis shall be 
used sparingly and shall be fully supported in written explanation 
which will be provided with the material so classified. Classifi- 
cation may not be used to limit the dissemination of information that 
is not classifiable within itself and on its own merits. 

9. Classification of COMSEC Materials 

Classification of COMSEC material and information is established 
in accordance with basic policy and guidance from the Director, 
National Security Agency. Specific classification guidance on the 
design, operation, capability, and characteristics of cryptographic 
equipment systems can be derived from COMSEC Equipment Systems Docu- 
ments (CSESD's) and/or the COMSEC maintenance instructions. 



SECTION II 
RELEASE OF INFORMATION 



1. Public Release of Information 

Information pertaining to classified contracts or projects, even 
though such information is considered unclassified, shall not be 
released for public dissemination prior to submission for approval 
and coordination through the Goddard Space Flight Center. Contractor 
will be governed by the instructions contained in paragraph 13, DOD 
Form 254, Contract Security Classification Specifications. NASA 
Headquarters and field installations will' follow the provisions of 
NASA Management instruction l}8Q.Uk, Release of Information to News 
and Information Media. Any proposed release into public domain of 
information pertaining to TDRSS support of a designated national 
security mission will be coordinated with the Office of Public 
Affairs, SD/PA, Space Division, Air Force Systems Command, prior to 
any release* 

2, Release ^ of Clas s ified^Information at Symposia, Seminars, or 
Technical SocieTy Meetings" ' 



Requests for release of classified information will be submitted 
to the GSFC Security Office for review and approval, a minimum of 30 
days prior to the proposed date of release. The request for review 
of the document and approval of its presentation will include the 
name of the individual making the presentation, the date of the 
presentation, title of the symposium, seminar, or technical society 
meetings, a statement to the effect that the paper has been reviewed 
for technical competency and proper security classification, and a 
statement that the paper does not contain information relating to an 
invention which has. been ordered to be kept secret pursuant to the 
Invention Secrecy Act, Sections 181-188 of Title 35", U.S. Code, 

3. Release of Classified ljjfoj-_m^^ 

Contractors receiving requests from any agency except NASA for 
release of classified information to foreign governments will for- 
ward these requests to the GSFC Security Office. Attention of 
contractor is invited to the Department of State Traffic-In-Arms 
Regulation, 



4. Release of Unclassified Information in Foreign Countries 

Requests for release of unclassified information to a non- 
governmental agency or to individuals not connected with a foreign 
government, but located in a foreign country, will be submitted to 
the GSFC Security Office. This applies to material intended for 
release in, or b'y, a foreign media for presentation at an unclas- 
sified foreign symposium and for release to an individual located in 
a foreign country. Such material must be submitted to the GSFC 
Security Office in seven copies and not less than 45 days prior to 
the proposed date that final decision on releasability is required. 
The request will include the contract number, the name of the author 
or presenter, the name of the symposium, publication, group or 
individual to receive the material, and. a certification that the 
information is unclassified, technically'accurate, and suitable for 
public release. 

5. Dissemination of Unclassified Technical Information to a Foreign 



Requests for dissemination of unclassified technical informa- 
tion to a foreign government or its designated agent will be 
forwarded to the GSFC Security Office. 

6. Release of Classified Information to Other B.S. Agencies 

Classified information and material shall be released to other 
federal departments or to United States industrial *facili ties only 
on a need-to-know basis and in accordance with the NHB 1620. 3A, 
physical Security Handbook, DOD 5220. 22-M, Industrial Security 
IManual for Safeguarding Classified Information, DOD 5220. 22-R, 
Industrial Security Regulation, and provided such release has been 
approved by the GSFC Security Office. 
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SECTION III 
PROGRAM DETAILS 



INFORMATION REVEALING 


CLASSIFICATION 

DOWNGRADE/ 
j_ DECLASSIFY 


REMARKS 


Q) 


Identification of military 
organizational elements 
using TQRSS and associated 
network control systems. 


S 

Review 

1 Oct 2000 


Unless identified 
as unclassified in 
the Mil itary User 
Project's Classi- 
fication Guide. 


Q 


Association of TDRSS and 
associated network control 
systems with specific 
military satellite 


S 

Review 

1 Oct 2000 


Unless identified 
as unclassified in 
the Military User 
Project's Classi- 
fication Guide. 


3. 


Development and production 


U 




4. 


Complete list of prime 
contractors, subcontractors 


U 






or suppliers. 






5. 


Program/title contract 
numbers - 







6. 


Total projected program 
funding. 


u 




7. 


Projected funding tor 
modifications for the 





1 




program. 






8. 


Current fiscal vear 


u 






funding. 






9. 


Total contract value. 


u 





SECTION III 
PROGRAM DETAILS (CONTINUED) 



INFORMATION REVEALING 



classification 
downgrade/ 
declass:fy 



Purchase orders, shop 
orders, receiving reports 
bills of lading, shipping 
orders, packing 



Launch dates. 



SECTION IV 
SYSTEM VULNERABILITY 
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CLASSIFICATION 




INFORMATION REVEALING 


DOWNGRADE/ 
DECLASSIFY 


REMARKS 


1. Qualitative or quantita- 


S 




tive analyses of techniques 


Review 




to overcome the secure 


1 Oct 2000 




systems employed in the 






command and control of 






T3RSS and related program 






elements. 






2. Qualitative or quantitative 


S 




analyses or information 


Review 




concerning the vulnera- 


1 Oct 2000 




bility of the systems 






employed in the command and 






control of TDRSS and 






related program elements. 






3. Summaries of outage or 


S 




performance information 


Review 




which discloses system 


1 Oct 2000 




vulnerability. 






4. Performance specifications 


S 




or capability data which 


Review 




individually'or collec- 
tively reveal system 
vulnerability. 


1 Oct 2000 








5. The change in system 


S 






Review 




with actual or proposed 


1 Oct 2000 




modifications to hardware 
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CRYPTOGRAPHIC HARDWARE 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 


i. Command authentication 
detail. 


COMSBC-S 

Review 

30 Oct 2010 




2. Cryptographic operational 
detail. 


COMSEC-S 

Review 

30 Oct 2010 




3. Mechanical detail. 

a. Footprint dimensions 

b. Enclosure dimension ' 

c. External viewing by 
uncleared personnel 


a 

u 
u 

"U 


Equipment must be 
completely closed 
and attention must 
not be drawn to its. 
_£unctiop when it is 
to be viewed 
externally. . 


d. weight 


u 




4. Interface specifications. 


u 




5. Control signals. 


u 




6. Input/output data rate. 


u 




7. Sauioment survivability 
test data. 


COMSEC-C 

Review 

30 Oct 2010 




8. Equipment tempest require- 


COMSEC-C 

Review 

30 Oct 2010 




9. Definitions of terms 
relating to tempest. 


S 

Review 

30 Oct 2010 




10. Radiation vulnerability. 


COMSEC-S 

Review 

30 Oct 2010 





SECTION V 
CRYPTOGRAPHIC HARDWARE (CONTINUED) 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 


11. 


Cryptographic function. 


CCMSEC-S 

Review 

1 Oct 2000 




12. 


Tempest suppression 
measures and features. 


COMSEC-S 

Review 
1 Oct 2000 




13. 


Details pertaining to 
synchronization. 


COMSEC-S 

Review 

1 Oct 2000 




14. 


Number of bits in fill 
preamble and rate of 
transmission. 


COMSEC-S 

Review 

1 Oct 2000 




15. 


Circuit schematics and/or 
logic. 


COMSEC-S 

Review 

1 Oct 2000 




16. 


Maintenance keying 
variables. 


COMSEC-S 
1 Oct 2000 




17. 


Operational keying 
variables. 


CRYPTO-S 

Review 

1 Oct 2000 




18. 


Performance, operating 
or signature character- 


COMSEC-S 

Review 

1 Oct 2000 




19. 


Lists of unclassified 
long titles of COMSEC 
equipment. 


u -^ 


\ 


20. 


A complete or substantially 
complete listing of 
locations holding key 


COMSEC-C 

Review 
1 Oct 2000 





SECT I OH V 
CRYPTOGRAPHIC HARDWARE {CONTINUED) 





/ation should be released 
7:t of official business. 


only within off 
Refer to SCG-16 


cial channels in the 
for further details. 




Information revealing 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 




/The fact that crypto- 
/ graphic devices use 
/ randomizers. 









The randomizer itself, 
or any documentation 
(e.g. , engineering 
drawings) which reveal 
randomizer design. 


COMSEC-C 

Review 

1 Oct 2000 






Randomizer performance 


COMSEC-C 

Review 
1 Oct 2000 




4. 


Reliability predictions 


a 




25. 


Interior viewing of 


CRYPTO-S 






equipment. 


Review 
30 Oct 2010 




26. 


Acccess to operating 


COMSEC-S 






manuals. 


30 Oct 2010 




27. 


Information concerning 
key generator malfunc- 
tion or failure. 


COMSEC-S 
30 Oct 2010 




28. 


A listing, complete or 
partial, of comseC 
equipment inventory. 


COMSEC-C 

Review 

1 Oct 2000 
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SECTION VI 
SPACE SEGMENT SYSTEM S SUBSYSTEMS 





CLASSIFICATION 




INFORMATION REVEALING 


DOWNGRADE/ 
DECLASSIFY 


REMARKS 


1. The fact that TDRSS has a 


U 




secure communications 






capability or uses COMSEC 






equipment. 






2. Number of TDRS satellites 


U ' 




equipped with COMSEC 






devices. 






3. Identification of specific 





Prior approval of 


COMSEC equipment or 




COMSEC custodian is 


devices to be used by the 




required for any 


TDRSS. 




external photo- 
araphs, drawinas, 


4. External view, photographs, 


U 


etc., of COMSEC 


artists concepts, drawings 




^equipment. All 


of satellite. 




(unclassified, 
external photo- 
jgraphs, drawings, 
( etc. , of COMSEC 
': equipment must be 
'marked "For 
.Official Use Only." 


5. Physical access to satel- 


S 


Access to crypto- 


lite or major components 


Review 


graphic equipment 


which would disclose system 


1 Oct 2000 


containing opera- 


vulnerability. (See 




tional keying 


SCG-16) 




ICrypto Access 
'the Secret level. 


6. Satellite dimensions, 


U 




weight, center of gravity 






or moment of inertia. 






7. Design, specification or 







details of arrangement of 






components on space frame. 







SECTION VI 
SPACE SEGMENT SYSTEM S SUBSYSTEMS (CONTINUED) 







CLASSIFICATION 








INFORMATION REVEALING 


DOWNGRADE/ 
DECLASSIFY 


REMARKS 




8. 


Subsystem or component 


S 








design details or technical 


Review 








evaluation and test results 


1 Oct 2000 








which by themselves reveal 










system vulnerability. 








9. 


Subsystem design require- 


S 








ments and general 


Review 








specifications which by 


1 Oct 2000 








themselves reveal system 










vulnerability. 








10. 


Design, performance or 
specifications which detail 

components (COMSEC 
equipment) assemblies or 
subassemblies which indiv- 
ually or collectively 
indicate communications 
vulnerability or opera- 
tional limitations. 


COMSBC-S 

Review 

1 Oct 2000 






11. 


Design, performance or 


u 


Unless they rev 


•al 




specification details of 




details classif 


ed 




electrical power subsystem. 




by other sectio 
of ctus guide. 


s 


12. 


Testing for hardness, 
EMP, etc. , and the data 
from such testing. 


S 

Review 

1 Oct 2000 






13. 


Design, performance or 


u 


Unless they rev 


al 




specification details of 




details classif 


ed 




propulsion subsystem. 




by other sectio 
of this guide. 
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SECTION VI 
SPACE SEGMENT SYSTEM S SUBSYSTEMS (CONTINUED) 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 


14. 


Design, performance or 
specifications of thermal 
control subsystem. 


U 


Unless they reveal 
details classified 
by other sections 
of this guide. 


15. 


Design, performance or 
specification details of 
attitude determination 
subsystem. 


U 


Unless they reveal 
details classified 
by other sections 
of this guide. 


16. 


Design, performance or 
specification details of 
attitude control 
subsystem. 


U 


Unless they reveal 
details classified 
by other sections 
of this guide. 


17. 


Design, performance or 

of telemetry, tracking, 
and command subsystem. 


U 


Unless they reveal 
details classified 
by other sections. 


18. 


Launch support 
requirements. 


U 




19. 


The correlation of 

with command functions 
added or modified as 


S 
Review 
- 1 Oct 2000 


Software bit 
patterns are 
unclassified when 
not correlated with 
the command 
functions they 
represent. 


20. 


Any references to 
sequences of commands 
which might disable or 
permanently degrade 
the TDRS. 


S 
1 Oct 2000 


Software bit 
patterns are 
unclassified when 
not correlated with 

functions they 
represent. 



SECTION VI 
SPACE SEGMENT SYSTEM 4 SUBSYSTEMS (CONTINUED) 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 


>1. 


Communications subsystem 
hardware. 

a. Receiver and components 

b. Transmitter and 
components 

c. Antenna and components 

d. Processors and 
components 


U 
U 

V 







22. 


Power flux densities that 
may be present at the 
spacecraft. 


S 

Review 

i Oct 2000 






11. 


Gain distributions of the 
spacecraft payload as 
changed by the security 


S 

Review 

1 Oct 2000 






U. 


Time constants of security 
circuitry including ALC, 
AGC, etc. 


S 
1 Oct 2000 






15. 


Individual module 
specifications. 


U 


Unle 
comp 

guid 


ons supplied 
rotnise informa- 
covered 
where in this 


16. 


Characteristics of 
COMSEC equipment. 


(Refer to 
Section V| 




i 
1 



APRIL 15, 1982 



SECTION VII 
WHITE SANDS GROUND TERMINAL 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
LECLASSIFY 


REMARKS 


1. 


Location of TDRSS ground 
station. 


U 




2. 


Personnel manning levels, 
training and qualifications 


U 




3. 


Ground station siting 
criteria. 







4. 


Transmitter type, size, 


s 

Review 
1 Oct 2000 


Only to be applied 
to White Sands EIRP 
upgrade effort. 


5. 


Antenna gain, type, size, 
and patterns. 


U 




6. 


Figure of merit (G/T) . 







7. 


Number and bandwidth of 


U 




8. 


Phase linearity. 


U 




9. 


Reliability and maintain- 
ability parameters. 







10. 


Frequency stability. 


a 




11. 


Radio frequency tuning 
range. 


a 




12. 


COMSEC equipment nomen- 
clature. 


u 




13. 


TDRSS radio frequency 
authorizations. 


u 
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SECTION VII 
WHITE SANDS GROUND TERMINAL (CONTINUED) 
lOuld be released 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 


14. 


User frequency 
authorizations. 


(Unclassified 
unless clas- 
sified by 
user project 
office) .. 




15. 


/■Command and pilot uplink 
EIRP. ) 


S 

Review 

1 Oct 2000 




16. 


The correlation of command 
bit patterns with command 
functions added or modified 
as result of security 
considerations. 


S 

Review 

1 Oct 2000 


Software bit 
patterns are 
unclassified when 
not correlated with 
the command 
functions they 
represent. • 


17. 


Any reference to 
sequences of commands 
which might disable or 
permanently degrade the 
TDRS. 


S 

Review 

1 Oct 2000 


Software bit 
'patterns are 
unclassified when 
not correlated with 
the command 
functions they 
represent. 


i8. 


Characteristics of COMSEC 
equipment. 


(Refer to 
Section V 
and to SCG-16) 




19. 


The vulnerability of the 
to the WSGT.' 


S 

Review 

1 Oct 2000 





APRIL 15, 1982 



SECTION VIII 
NETWORK CONTROL CENTER 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 


1. Location. 







2. The fact that the NCC will 
provide support services 
foe military communications 







3. Personnel manning levels 
training and qualifications 


B 




4. NCC siting criteria. 


U 




5. The fact that the NCC has 
capability or uses COMSEC 







6. Identification of specific 
COMSEC equipments to be 
used by NCC. 


. U 




7. Design performance or 
specific details of the 
secure communications 

a communication vulnera- 
bility. 


S 

Review 
1 Oct 2000 




8. Failures or anomalies of 
equipment implemented to 
assure security. 


S 

Review 

1 Oct 2000 




9. The vulnerability of any 
security element of the 
NCC. 


S 

Review 

1 Oct 2000 




10. Summaries of outage 

information which indicates 
any vulnerabilities of the 


S 

Review 

1 Oct 2000 





APRIL 15, 1982 



SECTION VIII 



NETWORK CONTROL CENTER (CONTINUED) 

should be released only within official chan 



conduct of official business 



to SCG-16 for further de 



INFORMATION REVEALING 



CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 



1. Any relationships between 
hardware and software 
modifications and changes 
to the vulnerability of 
NCC security equipments. 

L2. Design details or technica 
evaluation and test result 
which indicates any 
vulnerabilities of the 
security elements of the 
NCC. 

Analyses which indicate 
any vulnerabilities of the 
security elements. 



vulnerabilities of 

Information relative to 
the RAP data base which 
indicates a method for 
penetrating or disabling 
the RAP. 

The fact that the RAP is 



17. Operating procedures tha 
alter the vulnerability 



1 Oct 2000 



Review 
1 Oct 2001, 

(Refer to 
Section V a 
to SCG-16) 
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SECTION IX 
NASA GROUND TERMINAL 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 


1. Location of the NASA 
Ground Terminal. 


U 




2. The fact that the NGT will 
provide support services 
for military communica- 
tions. 


U 




3. Vulnerability of the 
physical access to Che 
NGT. 


S 

Review 

1 Oct 2000 




4. Personnel manning levels, 
training, and qualification 


U 




5'. NGT siting criteria. 


U 




6. The fact that the NGT has 


U 




capability or uses COMSEC 







ion which might 



SECTION X 
NASCOM FACILITIES 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 


1. Location of CSS. 







2. The fact that the CSS will 
schedule NASCOM for DOD 
support. 


U 




3. Vulnerability of the 

physical access to the CSS. 


s' 

Review 

1 Oct 2000 




4. Personnel manning ievels, 
training, and qualifica- 


« 




5. The fact that the CSS has 


U 




interface. 




• 


6. Design, performance, or 
specific details of the 

components which indicate 


s 

Review 

1 Oct 2000 




a communication vulnera- 
bility. 






7. Failure or anomalies of 


S 





The vulnerability of any I S 
security element of the j Review 
NASCOM. ! 1 Oct 2000 



9. Summari 


s of outage 


s 


S I 


informa 


..ion which m 


ioht 


Review 


indicat 


any vulner 


ability 


1 Oct 2000 


of the 


ecurity equ 







SECTION X 
NASCOM FACILITIES (CONTINUED) 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 


10. 


Any relationships between 
hardware and software 
modifications and changes 
to the vulnerability o£ 
NASCOM security equipment. 


S 

Review 

1 Oct 2000 




11. 


Design details or technical 

vulnerability of NASCOM 
security equipment. 


S 

Review 

I Oct 2000 




12. 


Analyses which indicate 
any vulnerability of 
NASCOM security elements. 


S 

Review 

1 Oct 2000 




13. 


which indicate anv 
vulnerability of 
security elements. 


S 

Review 

1 Oct 2000 




14. 


Information relative to 
the CSS data base which 
indicates a method for 
penetrating or disabling 
the CSS. 


S 

Review 

I Oct 2000 





APRIL 15, 1982 



TDRS OPERATIONS DATA 





CLASSIFICATION 




INFORMATION REVEALING 


DOWNGRADE/ 
DECLASSIFY 


REMARKS 


1- Frequency bands. 


U 




2. Data rates. 


U 




3. Exact system operating 


U ■■_ 




frequencies. 






4, Telemetry and tracking 


U 




data. 






5. Encrypted telemetry. 


U 




6. Housekeeping and status 


u 




data. 






7. Testing or simulation 


u 




data. 






8. Testing, simulation, 


(Refer to SCG- 




housekeeping and status 


15 and Section 




data of cryptographic 


V of this 





WO. Failure/Anomalies of 
; COMSEC equipment. 



Operations, logistics 
maintenance manuals fo 
COMSEC equipment. 



SECTION XJ 
TDRSS OPERATIONS DATA (CONTINUED! 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 


12. 


In the event of a launch 


COKSEC-S 






failure resulting in 
impact on either land or 
sea outside a designated 
landing area, no informa- 
tion will be released 


Review 
1 Oct 2000 






concerning the location 
of the recovery area. 
This is to prevent 
unauthorized access 








to classified equipment/ 
information. If the 








equipment cannot be 
secured and search is 
terminated, the exact 
location of the 
recovery area shall be 




■ 




. classified. 






13 


. RPI test data including 


S 





1 Oct 2000 



APRIL 15, 1982 



SECTION XII 

DOD USER OPERATIONS DAW 

Information should be released only within official channels in the 
conduct of official business. Refer to SCG-16 for further details. 
Some, but not all, of the requirements of this section are derived from 
the STS Classification Guide. For specmc classification requirements 
for the STS program refer to the AFSD STS Security Classification Guide. 



INFORMATION REVEALING 


CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 


REMARKS 


1. Planning data for DOD STS 
and Free Flyer missions. 


S 
31 Oct 2Q.09 


Unless declassif 
by DOD user 
project. 


ed 


2. DOD STS acquisition, 
and ephmeris data. 


S 

Review 

1 Dec 1998 


Secret until 2 
hours prior to 
event, unclassif 
thereafter. 


ed 


3. DOD Free Flyer acquisition, 
tracking, and ephemeris. 


Review 
31 Oct 2009 


Unless declassif 
by DOD user 
project. 


ed 


4. Encrypted user data. 


U 






5. DOD STS real-time tracking 
data. 


U 






6. DOD user schedules. 


s 

Review 
31 Oct 2009 


Unless declas- 
sified by DOD 
Project. 




7. TDRSS real-time 

operational status in 
support of DOD Free 
Flyer or DOD payload. 


S 

Review 

31 Oct 2009 


Confidential if 
ephemeris or pay 
load signature 

revealed. 


ot 


8. TDRSS historical operational 
status in support of DOD 
Free Flyer or DOD payload. 


C 
i Oct 2009 


DOD STS historic 
data is unclas- 
sified if not 
payload unique. 


al 



SECTION XII 

DOD USER OPERATIONS DATA (CONTINUED) 

Information should be released only within official channels in the 
conduct of official business. Refer to SCG-16 for further details. 



INFORMATION REVEALING 



1. 


Information that would 




identify a DOD Free Flye 




mission profile, DOD 




payload performance on- 




orbit, DOD payload-to- 




orbiter unique data 




interfaces, DOD payload 




or Free Flyer physical 




and system characteristic 




or signature. 


in. 


Launch window lenath and 




constraints associated 




with a specific DOD 




payload or DOD Free Flye 


11. 


DOD mission contingency 




failure reports or input 




to reports. 


12. 


Information that would 




reveal the association 




of a soecific DOD payloa 




or DOD Free Flyer pro]ec 
with its assigned supi- 



CLASSIFICATION 
DOWNGRADE/ 
DECLASSIFY 



1 Oct 2009 



S | unless declas- 

Review ! sified by DOD 

31 Oct 2009 ; project. 
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SECTION XIII 

DISTRIBUTION 

Director of Freedom of Information and Security Revi 
Office of Assistant Secretary of Defense (Public Aff 
Washington, DC 20301 

Director of Information Security 

Office of the Deputy Under Secretary of Defense (Pol 



Space Communications Co 
1300 Quince Orchard Blv 
Gaithersburo. MD 20878 



Space Systems Grou 



Harris Government Communications Svstem 
P.O. Box 37 
Melbourne, PL 32901 

Headauarcers, Soace Division (AFSC) 

Los Angeles Air Force Station 

P.O. Box 92960. Worldwav postal Center 

Los Anaeies, CA 90009 

Attention: YOS, SP, KVA, YOOX 



